
National Protection and Programs Directorate

Department of Homeland Security

The Office of Infrastructure Protection

10th Annual Region 7 Safety Day

Kansas City, KS (Garden City Ammonia Program)

June 2018

What is the Chemical Facility Anti-Terrorism Standards Regulation?



2

Why Chemical Facility Security?
We face a persistent and evolving threat

1. Subway Bombings, London, July 2005

2. Ammonium Nitrate, Texas, April 2013

3. Chlorine-tinged cloud of smoke rises from a bomb detonated 

by Iraqi army and Shi’ite fighters, Iraq, March 2015

▪ A successful attack on a 

chemical facility could 

potentially cause a significant 

number of deaths and injuries

▪ Certain chemical facilities 

possess materials that could be 

stolen or diverted and used for 

terrorist activities

“Compelling Confirmation” that 

Chlorine Gas Used as Weapon in Syria
OPCW, September 10, 2014

French Authorities Hold Suspect in 

Beheading and Explosion at Chemical Plant
NY Times, June 26, 2015

Death Toll in West, Texas,

Fertilizer Explosion Rises to 15
NPR, April 23, 2013

1.

2.

3.
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The CFATS Regulation

➢ CFATS follows a risk-based approach, allowing DHS to 

focus on high-risk chemical facilities in accordance with 

their specific level of risk

The CFATS program identifies and regulates high-risk chemical 

facilities to ensure they implement appropriate security 

measures to reduce the risk of a terrorist attack associated with 

more than 300 chemicals of interest (COI). If held in specified 

quantities and concentrations, these chemicals must be 

reported to DHS. Facilities that store, manufacture, or distribute 

COI at or above screening threshold quantities (STQ) are 

required to comply with the CFATS standards. 



Statutory Authority

▪ In December 2006, Congress authorized the Department to 

regulate security at “high-risk” chemical facilities through the 

Appropriations Act of 2007

▪ The Department developed the Chemical Facility Anti-Terrorism 

Standards (CFATS), 6 CFR Part 27, to implement this authority

▪ In December 2014, Congress passed the Protecting and 

Securing Chemical Facilities from Terrorist Attacks Act of 2014 

- 6 U.S. Code Chapter 1, Subchapter XVI: Chemical Facility Anti-

Terrorism Standards (CFATS)

▪ Extended the Department’s authority over security at high-risk 

chemical facilities

Ensuring Chemical Facility Security

4
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▪ DHS uses information submitted through an 

online survey (Top-Screen) to determine if a 

facility is high-risk

▪ High-risk (i.e., covered) facilities are placed in

4 tiers. Tier 1 represents the highest risk

▪ Covered facilities are required to develop 

and implement security plans that meet

applicable risk-based performance 

standards (RBPS) 

▪ More than 3,000 facilities have 

eliminated, reduced, or modified 

their holdings and/or processes 

and are no longer considered high-risk

Essentials of the CFATS Program

Tier 1

Tier 2

Tier 3

Tier 4

Current

Population 

Distribution



6

The CFATS Process

• DHS provides compliance assistance upon 

request at any stage of this process

• More than 150 Chemical Security Inspectors are 

available for support across the country

Submit 
Top-Screen

Provide a
Security Vulnerability 

Assessment (SVA)/Complete 
Site Security Plan (SSP) or 

Alternative Security Plan (ASP)

Receive 
Authorization 

and an 
Authorization 

Inspection

Receive 
Approval of 
the SSP/ASP

Implement
Planned 

Measures and 
Undergo Regular 

Compliance 
Inspections

If the facility receives a tier…

Facility may be tiered in or drop out

All facilities with COI High-risk facilities

Receive a 
Tier (1-4) 

or be deemed 
not high-risk
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▪ “Appendix A” – a list of 300+ chemicals of interest (COI) which at 

specific threshold quantities and concentrations require 

reporting to the Department

▪ COI are categorized by security issue. Some COI fall under more 

than one security issue. 

The Chemicals of Interest List
Known as “Appendix A” to the CFATS Regulation
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▪ Definitions:

▪ Chemical of Interest: a chemical on Appendix A 

▪ Screening threshold quantity and concentration: the minimum amount (in pounds) 

and minimum concentration of a chemical of interest that a facility must report to DHS 

▪ Security issue: the way that a chemical of interest may be used to do harm

▪ Release: toxic, flammable, or explosive chemicals that could do harm on-site if 

released

▪ Theft or diversion: chemicals that, if stolen or diverted, could be misused as 

weapons or easily made into weapons to be used off site

▪ Sabotage: chemicals that could cause harm if mixed with readily available 

materials prior to shipping (for example, if mixed with water.) 

Appendix A



Deciphering Appendix A

Acetaldehyde 75-07-0 1.00 10,000 X

Acetone cyanohydrin, stabilized 75-86-5 ACG APA X

Acetyl bromide 506-96-7 ACG APA X

Acetyl chloride 75-36-5 ACG APA X

Acetyl iodide 507-02-8 ACG APA X

Acetylene [Ethyne] 74-86-2 1.00 10,000 X

Acrolein [2-Propenal or Acrylaldehyde] 107-02-8 1.00 5,000 X

Acrylonitrile [2-Propenenitrile] 107-13-1 1.00 10,000 X

Acrylyl chloride [2-Propenoyl chloride] 814-68-6 1.00 10,000 X

Allyl alcohol [2-Propen-1-ol] 107-18-6 1.00 15,000 X

Allylamine [2-Propen-1-amine] 107-11-9 1.00 10,000 X

Allyltrichlorosilane, stabilized 107-37-9 ACG APA X

Aluminum (powder) 7429-90-5 ACG 100 X

Aluminum bromide, anhydrous 7727-15-3 ACG APA X

Aluminum chloride, anhydrous 7446-70-0 ACG APA X

Aluminum phosphide 20859-73-8 ACG APA X

Ammonia (anhydrous) 7664-41-7 1.00 10,000 X
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Submitting Information

Chemical Security Assessment Tool (CSAT)

CSAT is a set of online applications.

These include:

• User Registration

• Top-Screen

• Security Vulnerability Assessment/Site Security Plan 

• Personnel Surety Program



Presenter’s Name          June 17, 2003 11

Chemical Security Assessment Tool 2.0
Navigating CSAT 2.0 – The Enhanced Risk Tiering Engine



Presenter’s Name          June 17, 2003 12

Selecting Chemicals of Interest (COI)
Navigating the COI Search Function

If you experience any difficulties during your Top-Screen submission make sure to 

watch the pre-recorded CSAT 2.0 Webinars for step by step instructions. 

https://share.dhs.gov/p7got8g596a

https://share.dhs.gov/p7got8g596a
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Protecting Information

Chemical-terrorism Vulnerability Information 

(CVI) 

CVI is the information protection category used to ensure 

secure handling of certain sensitive CFATS-related 

information. 

To access CVI, an individual must have passed CVI 

training and have a need-to-know. 

https://www.dhs.gov/cvi-authorized-user-training

https://www.dhs.gov/cvi-authorized-user-training


▪ Academia (College & Universities)

▪ Breweries

▪ Cold Chain/Refrigeration

▪ Fisheries and Hatcheries 

▪ Food Processors and Co-Ops

▪ Healthcare (Hospitals & Providers)

▪ Industrial Equipment Manufacturing

▪ Laboratories 

▪ Metal Service and Metal Merchants

▪ Mining

▪ Paints/Coatings

▪ Petrochemical Manufacturing

▪ Petroleum Refining/Oil Drilling

14

What industries may have to report chemicals?
CFATS regulates facilities by chemical holdings, not by industry. 

There are high-risk facilities in a range of industries, including:  

▪ Plastics

▪ Pulp and Paper

▪ Race Tracks

▪ Retail Storage and Distribution

▪ Semiconductors 

▪ Wineries

• Regulated by the Nuclear Regulatory 

Commission

• Owned by the Departments of Defense 

or Energy

• They are public water systems or 

treatment works regulated under Federal 

water quality laws

• Regulated by the Maritime 

Transportation Security Act

Facilities are Excluded by Statute if:
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Risk-Based Performance Standards (RBPS)

If a facility is deemed to be high-risk, 

it is required to comply with the RBPS

RBPS-18 Records

RBPS-8 Cyber

RBPS-1 Restrict  Area Perimeter

RBPS-10 Monitoring

▪ Rather than define specific 

security measures, DHS 

developed 18 Risk-Based 

Performance Standards 

(RBPS)

▪ Compliance with the RBPS 

will be tailored to fit each 

facility’s circumstances, 

including tier level, security 

issues, and physical and 

operating environments

http://nppd-sp.dhs.gov/ip2/home/extaffairs/IP Picture Library/Information Technology/Computer screens in control room.jpg
http://nppd-sp.dhs.gov/ip2/home/extaffairs/IP Picture Library/Information Technology/IT-SSP.jpg


16

RBPS 9 - Response

Develop and exercise an emergency plan to respond to 

security incidents internally and with assistance of local 

law enforcement and first responders. 

▪ Response focuses on the planning to mitigate, respond, and 

report incidents in a timely manner between facility 

personnel, first responders, and law enforcement

▪ Local Emergency Planning Committees (LEPC) may be 

contacted by local Chemical Inspectors in order to verify the 

facilities have developed and implemented plans to execute 

for emergency notification, response, evacuation, etc. 



What are some possible 

facility security components 

related to RBPS-9?

▪ Crisis Management Plan

▪ Communication Systems

▪ Process Safeguards

▪ Outreach

17

RBPS 9 – Response (cont.) 

What are some activities a

facility may want to include in 

its Crisis Management Plan? 

▪ Contingency Plans

▪ Continuity of Operations Plan

▪ Emergency Response

▪ Post-incident Security

▪ Evacuation

▪ Notification Control

▪ Re-entry

▪ Security Response
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CFATS National Footprint
Number of Facilities, by Region

0-175                   176-350                    351-525                 525-700                  700+

Region 
5

- Puerto Rico 

(Region 2)

- Hawaii

(Region 9)

- Guam 

(Region 9)

Region 
1

Region 
2

Region
3

Region 
6

Region 
7

Region 
8

Region 
9

Region 
10

Region 
4

Region 
5
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▪ DHS’s focus is on security, and the Department has a strong 

preference for working with facilities to help bring them into 

compliance

▪ DHS has the authority to fine a facility if it does not meet its 

regulatory obligations

▪ For example, a facility that does not register for the CFATS program and 

is found to possess COI above STQ may be subject to fines. 

▪ DHS has the authority to fine facilities up to $33,333 per day for each 

day the violation continues

▪ DHS also reserves the right to issue an Order to Cease Operations 

for a facility’s continuous failure to comply or for other very serious 

violations

What penalties exist for non-compliance?



▪ DHS continues to expand 

outreach efforts and reach deeper 

into communities

▪ Seeking to identify potentially non-

compliant facilities

▪ Increasing interagency 

coordination

▪ Involving private and public state-

level organizations 

20

Spreading the Word



▪ Strengthening community planning and preparedness

▪ Enhancing Federal operational coordination

▪ Improving data management

▪ Modernizing policies and regulations

▪ Incorporating stakeholder feedback and developing 

best practices

21

Chemical Facility Security & Safety Working Group

Five Thematic Areas
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▪ Sharing data to identify potentially non-compliant facilities

▪ The sharing of information and a cross-walk of lists with EPA, ATF, and certain 

state agencies 

▪ Enhanced outreach efforts, especially to certain populations 

▪ Engaging State and local officials 

▪ Rulemaking efforts:

▪ Environmental Protection Agency (EPA) Risk Management Plan (RMP) 

▪ Occupational Safety & Health Administration (OSHA) Process Safety Management 

▪ CFATS Notice of Proposed Rulemaking (NPRM)

▪ Gathering and sharing best practices

Ongoing Interagency Efforts
Improving Chemical Facility Safety and Security
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Chemical Facility Security & Safety Working Group 

Available Resources

https://www.osha.gov/chemicalexecutiveorder/

https://www.osha.gov/chemicalexecutiveorder/
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What Should You Do Next?

Visit DHS.gov to access Appendix A

https://www.dhs.gov/publication/cfats-coi-list

2

1

3

If your facility manufactures, stores, or distributes any of the 

chemicals of interest (COI) in Appendix A at or above the 

minimum concentrations and screening threshold quantities, 

you must submit a Top-Screen

Submit a Top-Screen

https://csat-registration.dhs.gov/

https://www.dhs.gov/publication/cfats-coi-list
https://csat-registration.dhs.gov/
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Resources

▪ Contact the CFATS Help Desk with questions. 

The Help Desk can be reached at 1-866-323-2957

or at csat@hq.dhs.gov. 

▪ Learn more about the program at 

www.dhs.gov/chemicalsecurity. Resources 

include the regulation and list of chemicals of 

interest, frequently asked questions, and more 

on how facilities’ information is protected as 

Chemical-terrorism Vulnerability Information.

▪ Watch the webinars on registering and filling 

out the CFATS Top-Screen, available online. 

mailto:csat@hq.dhs.gov
http://www.dhs.gov/chemicalsecurity
https://share.dhs.gov/p10v5s5x0u5/?launcher=false&fcsContent=true&pbMode=normal
https://share.dhs.gov/p7got8g596a/?launcher=false&fcsContent=true&pbMode=normal


For more information visit:

www.dhs.gov/chemicalsecurity

CFATS@hq.dhs.gov


