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What is the Chemical Faclility Anti-Terrorism Standards Regulation?
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Why Chemical Facility Securlty?

We face a persistent and evolving threat

= A successful attack on a
chemical facility could
potentially cause a significant

number of deaths and injuries ~ Death Toll in West, Texas,

Fertilizer Explosion Rises to 15
NPR, April 23, 2013

= Certain chemical facilities
possess materials that could be
stolen or diverted and used for
terrorist activities

French Authorities Hold Suspect in

Beheading and Explosion at Chemical Plant
NY Times, June 26, 2015

“Compelling Confirmation” that

Chlorine Gas Used as Weapon in Syria
OPCW, September 10, 2014

1. Subway Bombings, London, July 2005
- 2. Ammonium Nitrate, Texas, April 2013
g?MlT SEARTI
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Uo Homeland 3. Chlorine-tinged cloud of smoke rises from a bomb detonated
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by Iragi army and Shi’ite fighters, Iraq, March 2015
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The CFATS Regulation

more than 300 chemicals of interest (COI). If held in specified

. /M quantities and concentrations, these chemicals must be
Ja=ai =3 reported to DHS. Facilities that store, manufacture, or distribute
?é:hw . ‘ COl at or above screening threshold quantities (STQ) are
& i required to comply with the CFATS standards.

» CFATS follows a risk-based approach, allowing DHS to
focus on high-risk chemical facilities in accordance with
their specific level of risk
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Ensuring Chemical Facility Security

ﬁ Statutory Authority

* In December 2006, Congress authorized the Department to
regulate security at “high-risk” chemical facilities through the

Appropriations Act of 2007

= The Department developed the Chemical Facility Anti-Terrorism
Standards (CFATS), 6 CFR Part 27, to implement this authority

* |n December 2014, Congress passed the Protecting and
Securing Chemical Facilities from Terrorist Attacks Act of 2014
- 6 U.S. Code Chapter 1, Subchapter XVI: Chemical Facility Anti-
Terrorism Standards (CFATS)

» Extended the Department’s authority over security at high-risk
chemical facilities
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Essentials of the CFATS Program

= DHS uses information submitted through an
online survey (Top-Screen) to determine if a
facility is high-risk S
_ T o _ Population
= High-risk (i.e., covered) facilities are placed in Distribution
4 tiers. Tier 1 represents the highest risk

= Covered facilities are required to develop
and implement security plans that meet
applicable risk-based performance
standards (RBPS)

= More than 3,000 facilities have m Tier 1
eliminated, reduced, or modified m Tier 2
their holdings and/or processes = Tier 3
and are no longer considered high-risk = Tier 4
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The CFATS Process

Facility may be tiered in or drop out

If the facility receives a tier...

Implement
Planned

Receive a Provide a Receive
S Tier (1-4) Security Vulnerability Authorization
ToD-S n Assessment (SVA)/Complete and an
op->cree or be deemed Site Security Plan (SSP) or Authorization
not high-risk Alternative Security Plan (ASP) Inspection

Receive Measures and

Undergo Regular
Compliance
Inspections

Approval of
the SSP/ASP

All facilities with COI High-risk facilities

« DHS provides compliance assistance upon
request at any stage of this process

* More than 150 Chemical Security Inspectors are
available for support across the country

S
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The Chemicals of Interest List

Known as “Appendix A" to the CFATS Regulation

= “Appendix A” — a list of 300+ chemicals of interest (COI) which at
specific threshold quantities and concentrations require
reporting to the Department

= COlI are categorized by security issue. Some COlI fall under more
than one security issue.

Chemical Facilities Come in All Shapes and Sizes

Chemical : I . - Colleges and Farm
Manufacturing QIiReEnnesecs EoodiSroce=sng Bineue Universities Cooperatives
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Appendix A

Appendix A to Part 27. -- DHS Chemicals of Interest '

Release Theft Sabotage Security Issue
| _|€1 8 |8 5
REHHEBNEHERALHHARAE
Chemicals of mm' £l182 % §§§§ ¢ 3%%3 G|g
em .(lgool)lntomt Synonym Shrvios § ﬁé § ﬁ§ § ﬁg 18] g E ‘g
2 e ?c ‘7 1 |
=
AHIHIE
E|a3| & i £l3 | g 2 :
H $| 3|3
. o Acetaldehyde : 75-07-(.3 1.00 | 10.000 =1 X = z
= Definitions: ~

= Chemical of Interest: a chemical on Appendix A

= Screening threshold quantity and concentration: the minimum amount (in pounds)
and minimum concentration of a chemical of interest that a facility must report to DHS

= Security issue: the way that a chemical of interest may be used to do harm

» Release: toxic, flammable, or explosive chemicals that could do harm on-site if

released

= Theft or diversion: chemicals that, if stolen or diverted, could be misused as
weapons or easily made into weapons to be used off site

= Sabotage: chemicals that could cause harm if mixed with readily available
materials prior to shipping (for example, if mixed with water.)
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Deciphering Appendix A

Check minimum concentration %
and screening threshold quantities

that trigger reporting requirements

Release

Check list for

chemicals

2]
QO
=3
s]
S
QO
Q
0]

Security Issue

Theft - EXP/IEDP
Sabotage/Contamination
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c = = —= c = — ()
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Chemeal 5 §2 % §8% T 8,5 £ 8 5
i strac = 28| & g 5 9 2 0
Chemicals of Interest (CO) Synonym ) S |Ec| 5 |2 |5 [E2|/% | § | & S 2
Senvice o |[ES| o (Fae|c|RE|l o | |W ([T |7
CAS) # 5 2a 5 2c2 5§ 28 g ] ! ] =
(CAS) C |[E2| 0 |ESE|C|EE 8|0 |2 |L|®
o = o n 0 g O 2 %) @ % £
£ o= £ 0O0E E O Q o 8 | 2 | F
=) 5 & =] S5 B 5 = 14 o) Q =
E 32 E @HE E & s 2
g g "8 E e |
Acetaldehyde 75-07-0"1.00 ' 10,000 * X
Acetone cyanohydrin, stabilized 75-86-5 ACG APA
Acetyl bromide 506-96-7 ACG APA
Acetyl chloride 75-36-5 ACG APA
Acetyl iodide 507-02-8 ACG APA
Acetylene [Ethyne] 74-86-2"1.00 10,000 X
Acrolein [2-Propenal or Acrylaldehyde] 107-02-871.00 5,000 X
Acrylonitrile [2-Propenenitrile] 107-13-171.00 10,000 X
Acrylyl chloride [2-Propenoyl chloride] 814-68-6" 1.00 10,000 X
Allyl alcohol [2-Propen-1-ol] 107-18-6"1.00 15,000 X
Allylamine [2-Propen-1-amine] 107-11-9"1.00 10,000 X
Allyltrichlorosilane, stabilized 107-37-9 ACG APA
Aluminum (powder) 7429-90-5 ACG 100
Aluminum bromide, anhydrous 7727-15-3 ACG APA
Aluminum chloride, anhydrous 7446-70-0 ACG APA
Aluminum phosphide 20859-73-8 ACG APA
Ammonia (anhydrous) 7664-41-7"1.00 10,000 X
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Submitting Information

Chemical Security Assessment Tool (CSAT)

CSAT is a set of online applications.

These include:
User Registration
Top-Screen
Security Vulnerability Assessment/Site Security Plan
Personnel Surety Program
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Chemical Security Assessment Tool 2.0
Navigating CSAT 2.0 — The Enhanced Risk Tiering Engine

GA Homeland 2 ol

Security

Chemical Security Assessment Tool
Exclusions Top-Screen Survey
Facility Attnbutes

COI Selection CFATS Excluded FaC|I|ty

Validate and Submit
User Guade Q@1.10.010 MTSA Exclusion
Instructions )

is the facility requiated under the Marntime Transportation Security Act (MTSA) of 2002 (Public Law 107-295, 116Stat 2064)? If the facility possesses a
chemical of interest (COI) in an amount at or above the applicable screening threshold quantity (STQ) in & portion of the facility that is not regulated by
MTSA, that portion of the facility is not excluded and the facility must select "No” When answerning the questions in this Top-Screen, the facility should
only report a COI that 1s in portions of the facility not regulated by MTSA

CHEMICAL-TERRORISM VULNERABILITY INFORMATION (CVI) 59 days lefi to complete  *

Homeland |
Security B

Exclusions Q1.10.020 Public Water Systems Exclusion

F8Cl|lty Aliributes Is the facility a public water system, as that term is defined in Section 1401 of the Safe Drinking Act (42 U.S.C. 300f)? If the facility possesses a COl in
. an amount at or above the applicable STQ that is not used for the purgose of the excluded public water system, the facility must select "No " When
COl Selection answernng the questions in this Top-Screen, the facility should only rep@lcol that is not used for the purposes of the excluded public water system

Ao Homeland
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Selecting Chemicals of Interest (COIl)

Navigating the COI Search Function

Chemical Security Assessment Tool
Exclusions Top-Screen Survey CHEMICAL-TERRORISM VULNERABILITY INFORMATION (CVI) 59 days left to complete
Facility Attributes

il Chemical of Interest (COI) Selection
Validate and Submit — bt B
User Guide

Instructions Q1.30.010 COIs at the Facility
Select all of the CFATS Appendix A chemicals at or at[}\t? the Screening Threshold Quantity the facility possesses
=0

[IFacility has no Chemicals of Interest (COls) to report.

Chemicals of Interest [ clear | Facility Chemicals (0)

Acetaldehyde (75-07-0)

Acetone cyanohydrnn, stabilized (75-86-5)

Acetyl bromide (506-96-7)

Acetyl chloride (75-36-5) °
Acetyl iodide (507-02-8)

|Acetylene ([Ethyne]) (74-86-2)

Acrolein ([2-Propenal or Acrylaldehyde]) (107-02-8) °
|Acrylonitrile ([2-Propenenitrile]) (107-13-1)

|Acrylyl chloride ([2-Propenoyl chloride]) (814-68-6)

|Allyl alcohol ([2-Propen-1-ol]) (107-18-6)

Allylamine ([2-Propen-1-amine]) (107-11-9) @

If you experience any difficulties during your Top-Screen submission make sure to
watch the pre-recorded CSAT 2.0 Webinars for step by step instructions.
https://share.dhs.gov/p7qot8g596a
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https://share.dhs.gov/p7got8g596a

Protecting Information

Chemical-terrorism Vulnerability Information

(CVI)

CVI is the information protection category used to ensure
secure handling of certain sensitive CFATS-related
information.

To access CVI, an individual must have passed CVI
training and have a need-to-know.

https://www.dhs.qov/cvi-authorized-user-training
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What industries may have to report chemicals?

CFATS regulates facilities by chemical holdings, not by industry.
There are high-risk facilities in a range of industries, including:

= Academia (College & Universities)
= Breweries

» Cold Chain/Refrigeration

= Fisheries and Hatcheries

» Food Processors and Co-Ops

» Healthcare (Hospitals & Providers)
» |ndustrial EQuipment Manufacturing
= |aboratories

= Metal Service and Metal Merchants
= Mining

= Paints/Coatings

= Petrochemical Manufacturing

= Petroleum Refining/QOil Drilling

e?" T"!p
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Plastics

Pulp and Paper

Race Tracks

Retail Storage and Distribution
Semiconductors

Wineries

Regulated by the Nuclear Regulatory
Commission
Owned by the Departments of Defense

or Energy

They are public water systems or
treatment works regulated under Federal
water quality laws

Regulated by the Maritime
Transportation Security Act




Risk-Based Performance Standards (RBPS)

RBPS-1 Restrict Area Perimeter

If a facility is deemed to be high-risk,
it is required to comply with the RBPS

= Rather than define specific
security measures, DHS
developed 18 Risk-Based
Performance Standards
(RBPS)

= Compliance with the RBPS
will be tailored to fit each
facility’s circumstances,
Including tier level, security
Issues, and physical and
operating environments

oﬁ“‘—%%
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http://nppd-sp.dhs.gov/ip2/home/extaffairs/IP Picture Library/Information Technology/Computer screens in control room.jpg
http://nppd-sp.dhs.gov/ip2/home/extaffairs/IP Picture Library/Information Technology/IT-SSP.jpg

RBPS 9 - Response

a2 Develop and exercise an emergency plan to respond to
security incidents internally and with assistance of local
law enforcement and first responders.

= Response focuses on the planning to mitigate, respond, and
report incidents in a timely manner between facility
personnel, first responders, and law enforcement

* | ocal Emergency Planning Committees (LEPC) may be
contacted by local Chemical Inspectors in order to verify the
facilities have developed and implemented plans to execute
for emergency notification, response, evacuation, etc.

“%g/. Homeland
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RBPS 9 — Response (cont.)

What are some possible What are some activities a
facility security components facility may want to include in
related to RBPS-9? Its Crisis Management Plan?
= Crisis Management Plan = Contingency Plans

= Communication Systems = Continuity of Operations Plan

» Process Safeguards = Emergency Response

. Post-incident Security

Outreach 3

Holand
@ Security

Evacuation
Notification Control
Re-entry

Security Response
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" Jo17s [ 176-350 B 351525 [ s25-700 [ 700+

@% CFATS National Footprint

Regio
10

- Hawaii
(Region 9)

(Region 9)

- Puerto Rico
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What penalties exist for non-compliance?

= DHS'’s focus is on security, and the Department has a strong
preference for working with facilities to help bring them into
compliance

= DHS has the authority to fine a facility if it does not meet its
regulatory obligations

» For example, a facility that does not register for the CFATS program and
Is found to possess COIl above STQ may be subject to fines.

= DHS has the authority to fine facilities up to $33,333 per day for each
day the violation continues

= DHS also reserves the right to issue an Order to Cease Operations
for a facility’s continuous failure to comply or for other very serious
violations

@ Homeland
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Spreading the Word

= DHS continues to expand
outreach efforts and reach deeper
Into communities

= Seeking to identify potentially non- /£
compliant facilities -

= |[ncreasing interagency

coordination L
= |[nvolving private and public state- s
level organizations Personnel

ng) Homeland

&7 Security
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Associations
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Chemical Facility Security & Safety Working Group

B Five Thematic Areas

= Strengthening community planning and preparedness
* Enhancing Federal operational coordination

* [mproving data management

= Modernizing policies and regulations

» [ncorporating stakeholder feedback and developing
best practices

@ Homeland
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Ongoing Interagency Efforts

Improving Chemical Facility Safety and Security

= Sharing data to identify potentially non-compliant facilities

= The sharing of information and a cross-walk of lists with EPA, ATF, and certain
state agencies

= Enhanced outreach efforts, especially to certain populations
» Engaging State and local officials

» Rulemaking efforts:
= Environmental Protection Agency (EPA) Risk Management Plan (RMP)
= QOccupational Safety & Health Administration (OSHA) Process Safety Management
= CFATS Notice of Proposed Rulemaking (NPRM)

» Gathering and sharing best practices

22



Chemical Facility Security & Safety Working Group
Avallable Resources

https://www.osha.gov/chemicalexecut

lveorder/

EXECUTIVE ORDER 13650

On August 4, 2043, the Frasident issused Exacutive Order 13630 -
Improving Chamics) Facilty Safety and Security (EO). The EO dirscts the
Department o Homeland Szaity (THS), the Environmental Protection
Agency (EF&]. the Department of Laior (DOL). the Deparment of Justice
[D01], the Depariment of Agriculturs (USDA), and the Department of
Transpertation [DOT) to establish a Chemical Facity Sefety and Seasity
Warking Group to improve chemical facility safety and security in

with State regulstars; ., Iocal, snc
respanders; chemical facility cwners and operatars; and loal and trinal communities (here sfter refermed to
85 sIAREROIGES]. This Tact Sheet provices an LpGats 10 e December 20, 2013, Progress FAct Snest an
progress to address imarowements in chemical facility safety and security, spacifically stakeholder input,
operstionai caordinstion with State, lacal, and Tricel aariners, snd sfarts to modernize poicie:, pragrams,
ard requ . Thraugn this Frog; the Warking Group is spesifically imviting puslic ingut
on acticns cescrined hersin to improve stakencader cooraination.

Stakeholder Input

&t stakehoider meetings and iatering sesions orgariaed by the Working Group, agencies eve continued
o zalicit feadback, best practices, and sugge: interestes he s

recently completed its tweIRn fst2ning seczion. The Warking Group web Jsge.

WiW,CSNE. 294/ CREMICRIEXECULVEOTTET, s 2 One-3207 I0SItion At Arovices information and acceats

comments from interested parties. can susmit written comments throug a
dhs gov or via the i wesite
regulation: 3-0073).

Operational Coordination with State, Local, and Tribal Partners

Hazardous chemicalz are lacated in many types of facilities and sreas. Commanities nesd ta bnow whers
hazardous chemicats are uzsd and stored; how to aszess the risks associated with thase chemical; and how
to ensure community preparecness for accidents or incidents that may occur. Many faciity owners ang
. including first responders.

on for emengency

emergency medicsl seniices, teams. Itz impor ity awners
ard operatars and their commanities to foster strang resstionshis with one anather and maintain a rooust,
open dislogus to help snzire chemical safety and security. Therefore, the £0 directed the Working Sroup
to Gevelap 2 olan to zuppart and further enable sforts by Faderal raguintors and stakshokders o work
together ta imarave chemical sefeky snd security.

Fabruary 2014
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EXECUTIVE ORDER 13650

ACTIONS TO IMPROVE CHEMICA
FACILITY SAFETY AND SECURITY
A SHARED COMMITMENT

REPORT FOR THE PRESIDENT

May 2014

ct

20000

Actions to Improve Chemical Facility

Safety and Security

Responding to recent catastrophic chemical faclity Incidents Inthe United States,
PTSIGant ODAMS Issusd EXSCHTIVE Orasr (EO) 13650 ~NNproving Chermical Faciity Sarety
and Securlty” on August 1, 2013. The focus of the EO Is to reducs risks associated with
hazardous chomical Incldents to owners and oparators, workers, and communities by
snhancingthe safety and security of chemical Tacliitles. A Federal Intoragency Workdng
Group led by the Assistant Secretary of Homeland Security for the Office of Infrastructurs
Protection [DHS); Assistant Secretary of Labor for the Occupational Safety and Health

AOMINISTTAtON (OSHAL ANd 1he ASSISTART.

of e

Agency’s (EPA) OTMNCS 0T S01d Wasts and EMSIGSRcY REsponss, i COORMRATION WITN ths
Depar:m.-.n: of Justice [DOJ), Bursau of Alcohol, Tobacce, and Fireamns [ATF), Depariment

DOT), and tha
raul\:v safoty and security.

Throughthasnshyis ot aurrontoparsing

of Ag [USDA) oversess chamical

+ EPA axpests to ralasss an on-lina iraining

stakaholder fﬂndl:ml: a acnlnllduhnﬂ Fadoral

TERCs and LEPCHTEPCs urdar tha Emangancy
? Pels % e

Antion Plan was craatad to

+ Strangthaning oommunity planning and
preparadnens

y
(EFCRA) this surrmar. EPA alsc hoated 32
Looal Leadership Planning Cammittsa (LEPC)
worbahops from Way - Soptember 2014, There

Enharoing
- Impraving data managsment
Modarrizing policias and regulaians
Incomporting atakahokdar fasdback and
davsloping bast practioss

Tha Working Group has implamantad tha following
actions aince the release of the EO:

Strangthening Community Planning and
Preparedness
The Interagary Warking Greup, in ecllaborstion
with stata, looal, tribal, and tarritorial govarnmeants
and privata seotor partnars, is working b
devalap, ro-anangiza, and snhanos programs o
assin th following Stats Emergancy Responss
Commisaiore (SERC), Tribal Emergancy Ausponas
c.nmmnmrraqca. Local Emergency Planring
Committsse LEFC), ard Tribal Emergenoy
Planing Garmrittsss (TEPC. Thia i citca b

ooverad by EPCRA,
mahmg thess sfforta a vical component of aur
workto atrangthen chemical facility safaty
throughout ths nation.

- DHSFEMA is working with the 10 counties
with th highsat combination of Chernical
Facility Anti Tarrarism Standards (CFATS) and

isk Managamant Program (RMF) facilitios to
nsura they ara using the Integratsd Public
Alartand Warming Syatorn IPAWS), which
providus public notificaticn o incidents at looal
ahemical facilitias.

« AT is transmitting sxplosivas contsots 1o
SERCa o establish graster ralstionskipaand
faniltata battor communication batwaen koal
reapardars andfaciities, sssist raspondars
in disoussing explasives storaga information,
and anabls authoritivs 1o develop training far
emergunciasinvclving axphasivas plants and

ot of

soroas tha country: Actiona indlud:

govllnlr\onbuppmwdkrum g cournss for first
reapordars and smergenay plannsra which ars
availablo anthe EO wabsita.

23


https://www.osha.gov/chemicalexecutiveorder/

What Should You Do Next?
Visit DHS.gov to access Appendix A

https://www.dhs.gov/publication/cfats-coi-list

~

If your facility manufactures, stores, or distributes any of the
chemicals of interest (COI) in Appendix A at or above the
minimum concentrations and screening threshold quantities,

you must submit a Top-Screen

=~
Submit a Top-Screen

https://csat-reqistration.dhs.qov/

24


https://www.dhs.gov/publication/cfats-coi-list
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Resources
Q“‘ = Contact the CFATS Help Desk with questions.
w5 The Help Desk can be reached at 1-866-323-2957

[ ‘ or at csat@hqg.dhs.gov.

. = Watch the webinars on reqistering and filling
out the CEATS Top-Screen, available online.

= | earn more about the program at
www.dhs.gov/chemicalsecurity. Resources
Include the regulation and list of chemicals of
Interest, frequently asked questions, and more
on how facilities’ information is protected as
Chemical-terrorism Vulnerability Information.
@ Homeland
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mailto:csat@hq.dhs.gov
http://www.dhs.gov/chemicalsecurity
https://share.dhs.gov/p10v5s5x0u5/?launcher=false&fcsContent=true&pbMode=normal
https://share.dhs.gov/p7got8g596a/?launcher=false&fcsContent=true&pbMode=normal

For more information visit:
www.dhs.gov/chemicalsecurity

CFATS@hqg.dhs.gov



